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1. A few words

Application control! Or rather the control over what can be executed on end devices.
There’s a lot on the computers and why?

- Because many companies still install EVERYTHING that COULD be needed.

- Bloatware that comes with pre-installed systems

- Bloatware via the AppStores

- Local admin authorisations for employees!

Today's strategy should be to provide software only via the self-service portal and not to install
everything on every computer. Why introduce unnecessary security vulnerabilities into the company?
Why update - or prohibit - software on 950 out of 1,000 computers if it is not needed?

Bloatware is another matter, it is installed via systems pre-installed by the manufacturer or service
provider. If the IT then uses these systems without setting them up again with a base image ... picture
it!

Local admins are the special favourites of IT. These rights are often assigned because there is still
software that requires them to run.

Today | want to look at the control - or to put it more gently - the management of applications. Using
my favourite tool ‘Endpoint Central’ and the associated add-on ‘App Ctrl’, | would like to show you how

easy it is to manage permissions.

| will also show you how to approach a zero trust scenario in the application area and then finally
implement this scenario with a strict whitelist.

So let's get started &
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2. Create Application Group
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Our dashboard still looks very virgin &
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So let's start by creating an application group via Manage/Application Groups.

’

No application groups have been created yet

Group the applications running in your network into allowlists or blocklists.

Create Allowlist Create Blocklist

& Want to customize application control rules?

We start with a whitelist or here ‘Create Allowlist’.
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At the top left | assign the name ‘Whitelist’, simply because it is much better known than ‘Allowlist’. |
can then search for all known manufacturers or products and select them. For my example, | choose
Product Name and search only for Firefox, 7-zip and Winrar. Of course, | also need all hardware drivers
and everything that is relevant for the system. | can also create individual new whitelists. So individual
lists for HP, Lenovo, etc., if | want to. Afterwards - exactly! Let's go ‘Create’ to save the list.

™) Application Groups

+ Createhllowist 4 Create Blocklist Filber By:  Grouptype i
Application Group Name = Group Type Croated By Last Mohod By Created Time Last Modliferd Time nssOOIMed OGS ncton
Alkreis langrem [angrem WOT/I02A 120055 WOTIZ0DA L0055 Ul
1. Lof Total Records 25

So we have created the first application group. On to the next one and this time a ‘Blocklist’. To do
this, go to ‘+ Create Blocklist’ at the top.

I label the list ‘Blacklist’ and enter only ‘Opera’ in the search field and select everything it finds. No! |

an

have nothing against the browser. In fact, | personally like it a lot. This is just an example &
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After the necessary saving via "Create' we have what we need to go through the process.

) application Groups

I Want to customize sppestion eontrol rules?

+ Createsliostist =+ Create Blocklist Filter By:  Group type - Totsl Records| Q B &
Application Group Name % Group Type Created By Last Modified By Created Time Last Modified Time: Associated Cls Action
Blackiist Blocklist [angrem lanprem 29/07/2024 120517 29/07/2024 120517 o
hitelist Alkoralist [angrem lanprem 120055 1200 o
1204 Tokal Records 25

3. Deployment

Now we can carry out our first deployment of the created lists.

~ Deployment
Deplay Palicy
Just In Time Access
Systems View

~ Privilege Management
Privilere Management

Remove Admin Rights

Deploy Policy/Associate:

N o

No policies have been deployed yet

Deploy control policies by as=0

g or more allowlsUblocklist group to a specified custom group.

Assodate

B Have suggestions ta enhance policy deployment?
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+) Associate Group

Diefing Target
Custom Group o be associbed *
Configure Assoclation Policy
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Point 1:
Select a group of systems created via Custom Groups.

Point 2:
Select the whitelist/allowlist and the blacklist/blocklist.

Point 3:
An audit mode allows everything that is not on the whitelist to still be executed. Strict mode would
then be zero trust.

Point 4:
If | want, | can also create my own message that pops up when a user wants to open a blocked
application.

After the obligatory ‘Deploy’, the system is activated and when the deployment status is green and at
100%, as shown in the picture, it has arrived on all systems.

# Deploy Palicy @

]
- A

+ AsscciMeGroup  Fitarfly:  Flacibdity Ll - Total Records | @

Curstom Group Mame 2 Flexibility Computer Count Associated Application Group{s) Deeployment Status Requested Apps Action

< pwdit Mode 1 2 — 100%

Let's take a look at what happens on the client side when | want to open Opera.
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Ohho ... nothing really works anymore!

Ci\Users\Janprem‘\AppData\Roaming\Microsoft\Internet Explorer\Quick Launch\User Pinned\T.., X

@ Auf das angegebene Gerat bzw. den Pfad oder die Datei kann nicht zugegriffen werden. Sie
verfigen ggf. nicht Gber ausreichende Berechtigungen, um auf das Element zugreifen zu
kénnen.

@& ManageEngine - Application Control

@ Opera Internet Browser is currently blocked

This application has been blocked. Contact your system administrator

[ Dor't show this again
View Additional Details

A~ 4y DU 1249 E

Even the auto-updater immediately displays a message.

@" ManageEngine - Application Control

@ Opera auto-updater is currently blocked

This application has been blocked. Contact your system administrator.

[ Don't show this again

View Additional Details

~ ) DEU 1248 B

| can of course prevent the messages permanently. In any case, Opera is now not running. My test
shows that it is very easy to create and distribute such policies.

In strict mode, no application would start that is not on the approved list. Here | can also work with
user requests.
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4. Management

With Just In Time Access | can also grant employees time-limited access.

Mo Just In Time Access policies have been created yet.

Name and Description
Policy Name * Short time allowance 235 | Add Description

Define Target

Computer Name * JANPREM-PC-ASUS (JANPREM-PC-ASUS)
Duration Type O Fixed Window
Access Duration 1 Hour -

Access Settings Access toapplications 2 Self-elevation of privileges 2

Include Blocklisted applications

Assign name, select computer, specify time window and grant access >> Deploy Immediately

ER Just In Time Access (1

+ Create W Delete  Filter By:  Status v Timeline - TwlRecrd] @ B &

Policy Name: Applied Time Duration Type Compuier Hame Status Action Expiry Date
O  shorttime allowance 29002024 130842 Fiaed JBNPREM-PC-ASUS Sucteeded = 29072024 14,0843

1- 1.0f Total Records 2 -

In the same minute, there is time-limited access to the selected system. The nice thing about this is
that | can grant a technician full access and even if | forget, access is restricted again after the time has
expired. Of course, | can also delete the policy manually immediately using the action button. This as
well immediately denies access again.

If | want to work towards a Zero Trust, then | need time. Normally | don't know all the applications that
are necessary for the clean operation of my systems. This means that if | go to strict mode straight
away, my hotline could run really hot.

| therefore recommend working in advance and adding everything | know to one of the lists and then
gradually removing individual applications from the ‘Unmanaged Apps’ list.
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To do this, we go to the deployment policy that we created for the test.

v Overview [® Deploy Policy ©
Dashboard
+ Associate Group Filter By: Flexibility
~ Man:
e Custom Group Name - Flexibility
Application Groups
Application Control - Testgruppe 9 auditMode
Child Process
* Deployment
Quick Links
Deploy Policy
Just In Time Access How Tos FAQ
Systems View
1. How to create Custom Group?
D@ Application Control - Testgruppe
=1 ter Group: Static | Flodity st " " e e e e
Computers Application Groups  Allowed Apps Blocked Apes Requested Apps
% oAdd ) MowetoedstingAppgroup  FilterBy:  Vendor Statis
Executables Product Name Vendor Name WVendor Status
Store Apps 0  viCmediaplayer VideoLAN Certrhed
[0 sHMApplication NVIDIA Corporation Certihed
[0 MeroRecode Mero AG Certihed
[m— MAGDC Software GmbH Certihed

- All -
‘Computer Count Associated Ap
1 2
TotlRecords| Q, W &
Resource Count - Action

We can go through the list via the ‘Unmanaged Apps’ tab and assign them to the lists using the action

buttons.

ree Allowlist
Blocklist

Move to existing App group

Comprehensive reports help me with my further management.

App Control Reports

v Executables from Non-verified publishers

Unmanaged Products

Unmanaged Executables

Blocklist access attemnpts

Discovered Applications

Child Process

Unmanaged Store Apps

Discovered Store Apps

Applications running with Administrator Privileges

Apps Added To Elevated Privilege List By The User

10
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5. Privilege Management

Now to the local admins ... you don't think I've forgotten you, do you?

an

In my favourite suite, of course, there is also the opportunity to go for your collar &

To do this, | can create a list of applications that require local admin rights to run. | then assign these
rights from the system - and rid my IT landscape of unnecessary local admins.

~ Deployment
Diapioy Policy
Just In Time Access
Systems View
~ Privilege Management I
Privilage Managemant —
Remave Admin Rights L -l

Mo applications have been added to the Privileged Application List yet

the Palicy Denbovment tak

Privileged Application List
Contral of I | ad ks vy alle standard users to self - elevate their privileges to specihc applications.

Ensbla users to levate spplications manaally [ ®]

Enable slévation of privileges 1o i Alldlowed spplcations 7 ) SpeclBcacolications 7

Aurto Ekevation ® © Enable Disable

Mo spplicatiany have besn salastad

Cancel

| can allow the user to manually assign elevated rights to an application or to assign elevated rights
only to specific applications.

| can select the applications via ‘Add’.

In the last step, | remove the user's local admin rights.

11
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6. Closing words

| hope | have been able to show you a way towards application control and zero trust. Zero Trust is
not something | can just switch on, so it is important to start early. Sure - you may not need it today.
But it could be different tomorrow. Then it is an advantage if | have already started to create a white
list and a black list. Because when it says ‘We need this’, it usually becomes ‘Should have been there
the day before yesterday!’

With this in mind - Have fun and stay safe &

Cheers

Jurgen Rinelli

12
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