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1. A few words

As a senior consultant, | regularly see companies that have been hacked and help them
rebuild. The reason is usually an inadequate or non-existent endpoint management
strategy. But - what used to involve a lot of effort is no longer rocket science.

With the multitude of cyberthreats and the use of Al technologies by attackers, attacks
are becoming smarter, faster and more adaptable.

In this short e-book, | share my best practices for endpoint patch management and
show how easy it is to set up a comprehensive patch strategy. My personal favourite
solution and foundation on which the screenshots and settings are based is from
ManageEngine.

| use and recommend the Endpoint Central Security Edition, although my best
practices for pure patch management in this mini e-book can also be used with
Vulnerability Manager Plus.

» Endpoint Central

Security Dashboard Zia's Analysis Useful Links I Want to analyze usage met

Configuration Summary e Recently Added/Madified Configurations

Configuration Name Status

Computers by Operating System ) Software Summary
Total Software
InCompliance Licenses
Over Liceraed
uUnder Licensed (]
Lice e Expired o

prohibited Software 0

System Health Graph [ Metwork Patch Status e

"Patch management" and "endpoint security" are terms that can no longer be
separated. | am not telling anything new when | say that it is the end devices that are

most vulnerable to cyberattacks. All end devices — where | am including even users!
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While | can - and should - only carry out "patch management" for users through
consistent training with fake emails, links, etc., hardware can be patched with much less
resistance and effort.

What is important for me and what steps do | take in patch management?

set up an automatic test and approve procedure
set up two automatic distributions of the released patches

check which vulnerabilities are still open in threat management and fix them

b=

regularly check the dashboards over a good cup of cappuccino

After this first simple step of patch automation through automatic testing and
subsequent automatic distribution, the basic security of the devices isin place. | have
already mentioned that this does not completely secure the endpoints. It is also
important to take biological endpoints (users) by the hand. | address this pointin a
separate e-book with the topics of device control, application control, data loss

prevention, anti-ransomware and, very importantly - browser security.

Shall we get started?

2. Step by Step

2. 1 Automatic test and approve procedure:

Since a patch can also lead to undesired behaviour, | rarely release patches unchecked.
Yes - it would be better to test everything!

To make my work easier, | outsource the testing. To do this, | first create a test group with
my own test devices as well as devices from key users. In other words, users from each
department who work with the software on a daily basis. | am often unable to perform
actions in the software for license and authorization reasons. Often | cannot install the
software on my test devices at all due to a lack of license. So | need users with this
software who also execute actions in it. This is the only way to ensure that a link to a
reader application, for example, works.

For the key users, | mainly include the users who have already frequently reported errors
or slow systems. - | want feedback and | want it as quickly as possible!
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As | mentioned at the beginning, | will show you the setup steps using my favourite
“EndpointCentral UEMS” from ManageEngine as an example, because | have never
found it easier and more intuitive in any other endpoint management solution on the
market - and | have worked with many over the last 25 years.

First | create a static computer group via Admin/Custom Group and put all test systems
and key user systems into it.

 Endpoint Central Home Configurations  Threats &Patches  Software Deployment  Inventory  OSDeployment  Mobile DeviceMgmt  Tools  Agent ~ Admin B

* Global Settings

Custom Group Sync Settin, Settin;
User Administration S — & &
Custom Group <+ Create New Group ¥ Filter By: Created By - Group Category - Group Type -
Domain [ Computer @ +  GroupType Group Category Members Creation Time Descriptiol
. User

Rebranding & Computers Dynamic NA Feb 11, 201% 12:02 PM
D % Device Management T..  Computers Static 0 Nov 19,2020 03:50 PM
Self Service Portal Settings

5DLP Group Computers Static 1 Feb 24, 2023 07:25 AM

Crodantisl Manacor

b End POil"l( Central Home Configurations Threats & Patches Software Deployment Inventory OS5 Deployment Mobile Device Mgmt Tools Agent Admin Browsers

~ Global Settings Custom Group > Create New Computer Group
User Administration Create New Computer Group
Custom Group
Name and Description L\;

Domain
Rebranding Group Name = Pilot Gruppe 88 | Add Description
Mobile App

Category O static 7 Static Unique 2 Dynamic 2
Self Service Portal Settings

Membership o Assign Manually AD Groups
Credential Manager
Custom Field Select Computers
Add Custom Data for Comput...

Awailable Computers Added Computers (1)
SAML Authentication

; B Tree Import Sort
Endpoint Security
Q Q  search
~ SoM Settings
Scope of Management ] 52 APPO1-EM-TEST (err 22 ADO1-EM-TEST (err
ly

]
Agent Settings 25 EM-SRV-EXCD1(em)
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Continue in Threads & Patches/Deploy/Test and Approve to set up an automatic test

and approval procedure.

Home Threats & Patches

NextGen Antivirus

 Endpoint Central

Configurations

fit ~ Deployment
Dashboard
Manual Deployment Patch Approval Status
™= Test and Approve
Approve Patches
Threats Automate Patch Deployment
Y Disable Automatic Updates
Ir:?‘ Dd
Patches Security Configurations
Approval to Deployment Workflow
. Software Uninstallation
(=
Systems Deployment Policies ‘
N YR
Script Repository ~(>
All Missing Patches
Deployment Trash

Software Deployment

Inventory OS Deployment

Automatically without testing Modify

All the patches will be marked as "Approved™ automatically. If you

Approval mode

Test & Approve patches Automatically/Manually

There | set the patch approval status - if not already done - via the modify button from

"Automatically without testing" to "Test and Approve" and "Mark Patch as not

Approved" to set the already automatically approved patches to not approved, just to be

on the safe side.

Patch Approval Status

Automatically without testing

O Test and Approve
est group, and test pat

Approve Patches

Retain Approval Status © Mark Patch as Not Approved

All the patches, except "Declined Patches” will be marked as “Not Approved

B -

For the Existing Patches

Jters. Tested patches can be approved manually or you can choose to automate it

After saving the settings, | can create my first test group via "AddGroup". You can create

different ones for different scenarios. | always separate clients and servers from each

other. Yes - servers can also be patched automatically to a certain extent!

In the first step, | select the platform: Windows, Mac or Linux

Then the previously created group is required - "Pilot Group" in this example.
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Test and Approve » Test group settings
Test Group Deployment
Define Task
Platform* © Windows Mac Linux
Group Name Pilot Gruppe - 3 Create Custom Groups

In the "Deployment Options" | select Microsoft Updates as follows:

Deplayment Option

Microsoft Updates

Updates & Severities Security Updates ~ Optional Updstes  Non Security Updates
Security Updates Service Packe Non Security Updates
L4 Critical &4 Critical
w Feature Packs a
R o
Third Party Updates B important cotups B important
Moderate Moderate
Preview Rollups

Low Low

Updates & Sevaritics unrated Optional Updates Unrated

| continue to test service packs, feature packs and such, manually or create a special test

group for them.

For third-party updates, | define everything.

Third Party Updates

Updates & Severities Criticall  Important Moderate Low  Unrated [select Updates and Severities
All
Critical Important Moderate a Low Unrated
Driver Updates

When | go out of the selection dialogs, | can also exclude special applications from
patching for Microsoft updates and third-party updates. E.g. special VPN solutions,

workspace applications, SQL, Java, etc.
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Critical Important Moderate Low Unrated

Patch All Applications Patch Specific Applications ) Patch All Applications Except

Show only Installed Applications
1Password
3D XML Player (x64)
4K Video Downloader
4K Video Downloader (x64)

S opa

7 zip (.msi package)

| personally test driver updates manually or test them via a special group of devicesin a

further automated process.

With “Deployment Criteria” | can define a delay, i.e. a time from the patch release at

which the patch should be rolled out.

| leave this at O days, as | am deploying to a test group and | don't want to delay the

release of the patch any longer.

Yes - even if it means that a system may fail at some point! Then | simply re-install the

system, but don't compromise my overall security.

Deployment Criteria

Only patches that have not been marked as Approved or Declined will be deployed to the Test Group

Deploy patches after 0 Days from vendor release

In the next step, | select the deployment policy - the "when and how" of the deployment.

Deployment Settings

Apply Deployment Policy * Pilot Gruppe Patches - Clients v o View Details
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Here | create my own policy, to be able to customize the deployment window

independently.

So |l click on "Create/Modify/Save As Policy", which takes me to a new tab for the

deployment policies. Click on "Create Policy".

*~ Deployment

Policies Settings
Manual Deployment

Test and Approve Create a Policy to specify the installation and rebo

Automate Patch Deployment | + Create Policy |

Disable Automatic Updates Policy Name

Security Configurations DC Default Policy
Software Uninstallation EM_Test_Policy_reboot
Deployment Policies

EM_Demo_Policy_no_reboot

Give it a meaningful name.

Template Name * Pilot Gruppe Patches - Clients
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In step 1, | specify the time window. | prefer daily weekdays (if the IT Dept. is manned at
the weekend, then also Saturday and Sunday), as well as two time windows to respond
to more flexible working hours. You could now ask why not patch 24/7 or from 07:00 -
21:00. My thought with a fixed patch time is that | don't want to stress the friendly key
users all day long. | can give the friendly helpers a fixed time during which the patches

are installed and they can adjust to this. Lunchtime is also the best time for it.

Specify when patches/packages should be deployed to the dient machines.

Week Split type O Regularsplit 2 Based on Patch Tuesday (Tue to next Mon)
Schedule Name Preferred day(s) Deployment Window Actions
Schedulel First, Second , Third, Fourth, Last - Mon, Tue , Wed , Thu , Fri 11:00 to 14:30
Schedule2 First, Second , Third, Fourth,, Last - Mon, Tue , Wed , Thu,, Fri 17:00to0 21:00

| want to have patches already cashed when they are ready to be distributed at any time

within the defined time window. This saves bandwidth and time.

Download patches from server to agent Only during Deployment Window Q Any time agent contacts the server
The agent will not wait for the deployment window to download the patch binaries. The patch binaries will be downloaded i
n the deployment window.,

Initiate Deployment at System Startup Refresh Cycle € Either of these whichever happens earlier

Deployment happens either during the System startup or the Refresh cycle within the Deployment Window as chosen abov

Save & Continue Cancel

After "Save & Continue" | can define pre-deployment activities. Wake-on-Lan if | want to
carry out a deployment at night, Pre-Deployment reboot or run a custom script. In my
example, | don't define anything and go straight to "Save & Continue".

) oevtoyment sehedute .
L3 Wake-on-LAN ) Pre-Deployment reboot  Custom Seript A
o Pre-deployment Activities e
Drag and drop the action(s) in the sequence required
() predeployment user notifcation

4 Post-rdenkovment Activities +
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Step 3 gives me the option of notifying users prior distribution and allowing them to
skip. Again, | do not define anything and continue with "Save & Continue". If | were to
allow the installation to be skipped, | would compromise my security. In addition, users
are then annoyed again with a dialog. We are out of the digital middle ages, patches run

95% of the time without interruption in the background!

Depl it Schedul
o Poymen ule MNotify user(s) about Deployment Windows and X O
o Pre-deployment Activities + Deployment Message Title * Patch deployment hotification

e Pre-deployment user notification Notification Message during Deployment *

» User Netification
Notification timeout * 5 minute(s

4  Post-deployment Activities + Cho ; t progr . £ system:

Save & Continue Cancel

Step 4, which is the last step in defining the deployment policy, gives me the option of
initiating a reboot or shut down after deployment. In the case of the key user pilot
deployment, | do not make use of this either and continue with "Save & Continue". For
feature and service packs and the like, | create a manual deployment which is then also
provided with a note about a reboot. | keep these types of patches out of the daily

automatic test procedure.

Deployment Schedule p—
o & Post Reboot / Shutdown - Custom Script A
e Pre-deployment Activities +

o Pre-deployment user notification

() Post-deployment Activities +

Drag and drop the action(s) in the sequence required
e
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Now | get another overview and confirm it again with "Save & Continue".

Deployment Policy Details

Policy Name : Pilot Gruppe Patches - Clients

Description

Install Option : During system startup or refresh cycle, whichever is earlier within the ‘Deployment Window.
Automatically wake computers before deployment z Disabled

Download Patches/Software during subsequent Refresh Cydle B Any time agent contacts the server

Deployment Schedule

Preferred Week(s) for Deployment Preferred day(s) for Deployment Deployment Window
All Weeks Monday . Tuesday , Wednesday , Thursday , Friday 11:00 to 14:30
All Weeks Monday , Tuesday , Wednesday . Thursday , Friday 17:00 to 21:00

Save & Continue Cancel

Back in the tab with the test group we started creating, | select the policy.

Deployment Settings

4

Apply Deployment Policy Pilot Gruppe Patches - Clients & View Details

That leaves the question of notifications in the next step. Personally, | don't think much
of the flood of e-mails. They end up in a folder which is deleted at some point. | rely on
the dashboards which give me a clear status at all times. | can follow up on the faulty
patches there if necessary.

Notification Settings : [Optional]

Mote: Notification will be sent, whenever a patch is approved or a patch deployment has failed

Enable Motification

E-mail address

Mobile app notification
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The last step is to check the approval mode. | define three days here. No more than that
as | don't want to delay a further rollout of the patches. In these three days after the
successfully installed patches are automatically released, | can identify any unwanted
program behaviour either via my own program calls or via the key users in the test group
and then specifically reject these patches. With such a solution, a patch should only be
released automatically if the installation was successful on all participating computers.
This is the case with EndpointCentral. If, for example, a patch responds with an error on

only one of 20 or even 100 computers, then the patch is not approved.

Approval mode for tested patches

Automatically approve tested patches after 3

Click on "Create" to create the test group.

Pilot Gruppe

Download Pending : 0

Mot Approved : 0
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2.2 Set up automatic deployments:

Now that | have a test and approve procedure, | create the first automatic deployment
for the rest of the endpoints in the organization. | start with the Critical and Important

patches.

To do this, switch to "Automate Patch Deployment" and "Automate Task/Windows".

it “ Deployment

Lo Manual Deployment
= Test and Approve Show Tasks () Created by All Created by Me
Threats Automate Patch Deployment + Automate Task « Actions Filter By: Platform -
= Disable Automatic Updates A% Windows Deployment Time
5 . & Mac . . . 1 14
Patches Security Configurations wd Important Patches - Client  11:00to 14:30(3
Software Uninstallation ’:’ Linux
(| . - o_Autopatch_Microsoft_Tes.. 01:00to 03:00[4
g Deployment Policies )
ystems [0 & Autopatch TP_AllOffices 22:00 to 06:00 4
Script Repository
.- O &y Autopatch_MS_all_Offices 19:00 to 05:00%
Deployment Trash
Compliance

The dialog has a similar structure to that of the test group.

MyTask291 #
Microsoft Updates
Updates & Severities

Third Party Updates

Choose Deployment
Settings
Updates & Severities
Define Target A Upd
- Definition Update
Configure Notifications
Driver Updates
Driver Updates
Deployment
Only patches that are approved (Manual or Test & i i Tk
Deploy patches after 0 Days.. ~

[ [
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We give the new baby a name and a description.

Task Name * Critical and Important Patches - Client

Windows & 3rd Party Patches|
Description
223 4

For the Microsoft and third party patches, | select Critical and Important and define any
exceptions for software that should not be patched automatically.l leave Anti-Virus
updates to the Virus software. In my opinion, this should be the only thing that the
clients can download themselves. This way | can be sure that virus patterns are up-to-
date - even if the agent on the system cannot communicate with the EndpointCentral
server and therefore no updates are pushed.

| personally distribute driver updates manually or in a separate automated process.

The last point on this page is the time when the patch should be distributed. As | don't
want to delay distribution any further - we already have three days from the test
procedure - | specify zero days from approval here. This also allows me to manually test
and approve High Critical patches that have just been released. Thanks to my manual
release, these are then immediately taken into account in the automatic deployment. |

don't have to create a separate configuration for this - another time saver.
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Microsoft Updates

Updates & Severities Security Updates [ Critical.Important]  Select Updates and Severities

© Patch All Applications Patch Specific Applications Patch All Applications Except

Third Party Updates

Updates & Severities Critical Important  Select Upd

nd Severities

© Patch All Applications Patch Specific Applications Patch All Applications Except

Anti-virus Updates

Definition Update

Supported Definition Updates: Microsoft Defender, Microsoft Defender x64, McAfee Endpoint Security, Microsoft Forefront Endpoint Protection 2010 Server Management, Micrasoft F
Security, Microsoft Forefront Client Security x64, Microsoft Security Essentials, Microsoft Security Essentials x64

Driver Updates

Driver Updates

On enabling this checkbox, you will be provided with the latest updates for Drivers. The missing Driver patches are identified, downloaded and deployed to the computers which require ¢l

deployment or proceed with this operation because the network services will temporarily stop

Deployment
Days from releas:
Only patches that are approved (Manual or Test & Approve) will be deployed using 2 ays ) . nt Task
Days from approval
Deploy patches after 0 = Days.. ~ D\?

.

Continue with Next and | get to the Deployment Settings. Create a new one here again
via Create. Don't worry ... we can duplicate the deployment policy that we previously
created for the pilot group. To do this, simply click on the action button of the "Pilot

Group Patches - Clients" policy and click "Save As New".

Deployment Option ODeploy ? Publish to Self Service Portal (S5P) 2
Apply Deployment Policy * Critical und Important Patches - Client - C viewDetails = Crea
? \
Publish to Self Service Portal (SS5P) -
Pilot Gruppe Patches - Clients admrinelli Jan 8,2024 03:07 PM admrinelli Delete

Save As New o \ 1
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Rename and save again.

Critical and Important Patches - Clients| X &0

Then save each dialog with "Safe & Continue". We retain all times and settings.

Back in the tab with the Automatic Deployment Policy, we can select the policy we

have just created by clicking on the Refresh button.

Deployment Option O Deploy 2 Publish to Self Service Portal (SSP) 2
Apply Deployment Policy * Critical und Important Patches - Client - y < ViewDetails | Crea
Publish to Self Service Portal (S5P) No) @ \

Patches can also be deployed in the Self Service Portal. In my case, | leave it at normal
deployment. The Self Service Portal is particularly useful when | want to distribute
features or service packs. | also use the Self Service Portal for OS upgrades, giving
employees the opportunity to plan more time-consuming patching themselves. Of
course, | set a deadline by which the patching is then enforced. It is important to me to

involve the users.

Via "Next" | get to the target definition.
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| select a remote office or the domain, filter according to the systems and exclude
certain groups such as the server operating systems or custom groups in which | have

summed systems that are not allowed to receive anything automatically.

Remate Office/Domain em b

Filter Computers based on
Organizational Unit ¥ &n
Exclude Target
Operating System Microsoft Windows Server 2022  Microsoft Windows Server 2019
Microsoft Windows Server 2016  Microsoft Windows Server 2012 R2
Microsoft Windows Server 2012 Microsoft Windows Server 2008 R2
Microsoft Windows Server 2008  Microsoft Windows Server 2003

Prev-iwscmcel

Clicking on "Next" takes me to the last dialog with the notifications. Email and mobile
app notifications are also possible here. | leave it to the dashboards and so the

settings as they are and click on "Save" without making any further selections.

Motification emails will be triggered only when there is a change in the status of Automate Patch Deployment Task

o<O
&'

. Motify Download/Deployment Failure for every
Select Applications

Attach Detailed Report on Failures

@ Motify Deployment Status Report forevery 1 hour(s
Choose Deployment
Settings . . §
Attach Detalled Report
@ Email *
Define Target

Mobile app notification

g Previous “ Cancel

Configure Notifications

Drumroll ... our first of two automatic distributions is ready.

Show Tasks Created by All ) Created by Me

+ AutomateTask ¥  Actions *  FilterBy: Platform

O Name Deployment Time Created Time Current Status Action

O &% Critical and Important Patches - Client 11:00to 14:30[4 Jan 8, 2024 03:54 PM Mo targets available
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Now | duplicate these using the action button by choosing “with all targets” in order to
distribute the remaining patches from medium downwards.

Modify >
us b
Save AsNew > Without Target
ailable
Suspend Task With All Targets @
Delete Task

Rename briefly.

Select patches for Microsoft updates. Service and Feature Packs and optional
updates | distribute separately. Either in a special automatic process or via a manual
configuration. A monthly cycle could be an option here.

Microsoft Updates

Updates & Severities Security Updates [ Moderate Low,Unrated]  Non Security Updates  Select Updates and Severities
Security Updates Service Packs 8 non security Updates
Critical Feture Critical
Third Party Updates Important i Important
Moderate Moderate
Low Preview Rollups Low
Updates & Severities Unrated Optional Updates Unrated
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The same applies to third-party patches.

Third Party Updates

Updates & Severities Moderate  Low  Unrated

o Patch All Applications Patch Specific Applications Patch All Applications Except

After clicking on Next, we get to the deployment settings. Here we create a new one,
as | only deploy these twice a week at the time of writing this book. So go to "Create/

Modify/Save As Policy" again.

| duplicate the Critical and Important Patches - Client Policy, rename it and define
only Tuesday and Thursday as deployment days at the same times. The rest remains

as before and | click through all dialogs with "Save & Continue".

Mediiam and lower Patches - Clients #

(D) Destovment schedute Scoify whnen patc s Dk ages shoused e dephoe 10 the clant mac s
Woek Sgit e OFRegularSolt 7 Based on Patch Tissday (T Sorast Mos) 1
2 Bre-deployment Actvaies +
Scherule Hame Preterred dan Doy ent Windkow Actce
3 Fre-daphoyment uer rotheston
Schede 1 008 1420

4 Pont deplovemant Acthveies *

Back in our automatism tab, | can select the new policy after a refresh and confirm all

further dialogs without making any changes.

Deployment Option Q Deploy ? Publish to Self Service Portal (SS5P) ?

G
Apply Deployment Policy * Medium and lower Patches - Clients | & ViewDetails Create/Modify/Save As Policy
Publish to Self Service Portal (SSP)
Preferred Week(s) for Deployment Preferred day(s) for Deployment Deployment Window
First, Second , Third , Fourth, Last Tuesday , Thursday 11:00To 14:30
First, Second , Third , Fourth , Last Tuesday, Thursday 17:00To 21:00

Then | have my two automated deployment tasks which roll out all the approved

patches in the company.

Show Tasks CreatedbyAll () Created by Me

+ Automate Task = Actions ~ Filter By: Platform -
O Name - Deployment Time Created Time
O By Critical and Important Patches - Client 11:00 to 14:30 (3 Jan B, 2024 03:54 PM

edium and Lower Patches - Clients 1:00 to 14:30 an B, !
OO0 & Medi d L P cl 11:00 to 14:30[3 Jan 8,2024 04:07 PM

20
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21

| can use the status displays to check the progress and investigate any incorrect

distributions.

Show Tasks OCreated by All

Created by Me

+AutomateTask ¥ Actions ~ Filter By: Platform
MName - Deployment Time
&y Autopatch_MS_all_Offices 19:00 to 05:00 (4
&y Autopatch_TP_AllOffices 2:0 6:0005
&y Critical and Important Patches - Clie 11:0 006
85 EM_Demo_Autopatch Microsoft Tes..  01:00t003:00(5
&y Medium and Lower Pat Clien 11:.0 3006

Created Time

Oct 30, 2019 01:33 PM

Oct 30, 2019 01:34 PM

Jan B, 2024 03:54 PM

Aug 23,2023 12:55 PM

Jan B,2024 04:07 PM

Current Status Action

— = a
A
Mo targets available

3

Mo targets available

Another tip! When | enter customer environments in which the Speedy Gonzales

sneaker administration has previously still been in place, | first look at the number of

missing patches in the overview. If there are too many, | create both automatisms as

described above, but suspend those for medium and lower patches. For the first two

weeks, | only roll out the Critical and Important patches. This way, the systems and

my network are not overloaded. | let some steam off, so to speak.

2.3 Checking further vulnerabilities in thread
management:

In addition to the normal patches, there are also a lot of other vulnerabilities that | can

take care of. Misconfigurations, zero-day vulnerabilities, open ports, web server

misconfigurations, etc.

Within “EndpointCentral Security Edition” and in “Vulnerability Manager Plus”, an

additional "Threats" section has been created for this purpose.

Here | find an overview of my open vulnerabilities, including a detailed description

and CVE scores, divided into categories. | can also define exceptions here and/or fix

the vul

nerabilities.
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Vulnes

Detected CVEs

Zero-day Vulnerabilities
System Misconfigurations
High Risk Software

Web Server Misconfiguration
Port Audit

Manage Exceptions

1O Summary Vie

This table enumerstes the vuinerabllities detected in Windows and Linux operating systems s well as third-party applications. Vi

plete list of all the vu

Qr sea VE VE -SOOC-X000K -
B rosgresa = = Update Postgresql 11.5 fives multiple vulnerabilities
AL Tomeat 50
e = Vuinerabilities CVE-2020-25696 CVE-2020-25655,CVE-2020-25694 are fixed in PostgreSQL 9.6.20
£, Java SE Development Kt (x64) 38 oVEDs
CVE-2020-25696, 20-25695,0VE-2020-25694
. Google Cheame £
w. Mysal 1 =L
9.8~ CVSS 3.0/EH/AV NAAC-L/ S PRENGAHAUEENACH
AL Apache L]
Explait Status.
. Google Chrome (x6d) s N Knawn exploits available for this nerability
B pyihon - Atfectad Systemis) (1)

EM.SRV-EXCO1
B Microsoft Exchange Server 2016 2

e Vulnerabilities CVE-2020-25696 CVE-2020-25655 CVE-2020-25694 are fixed in PostgreSQL 9.5.24
Neinx 2

= Vulnerabilities CVE-2019-10211,CVE-2019-10210,CVE-2015-10208 are fixed in PostgresQL #.6.15
w. Curl For Windows 2

3¢ Manual Resalution

Mo Salutior

No Soluti

There is also an area that shows zero-day vulnerabilities and | can act accordingly.

~ Threats
Software Vulnerabilities
Detected CVES
Zero-day Vulnerabilities
System Misconfigurations
High Risk Software
Weh Server Misconfiguration
Port Audit

Manage Exceptions

O Summary View Detailed View

This view displays 2ero day vulnerabilities like Wannacry, Mektdown and Spectre, etc. that are present in your network.

FilterBy: Threat Category *  Platform -
Threats Threat Category Affected Systems
Vulnerabilities CVE-2023-7024 are foced in Google Chrome (120.0.6095.12%, 120.0.6099.130) CVE-2023-7024 1
Vulnerabilities CVE-2023-7024 are foced in Google Chrome (x64) (120.0.6095.129, 120.0.6099.130) CVE-2023-7024 1
Windows Media Remote Code Execution Vulnerability for Windows Server 2016 for xé4-based Syste_ CVE-2023-20588
CVE-2023-307% Chrome (114.0.5735.110) CVE-2023-3079 2
Vulnerabilities CVE-2023-2133 CVE-2023-2134 CVE-2023-2135 CVE-2023-2136 CVE-2023-2137a..  CVE-2023-2136
Microsoft Exchange Server Remote Code Execution Vulnerability (CVE-2022-41082) CVE-2022-41082 1

Microsoft Exchange Server Elevation of Privilege Vulnerability (CVE-2022-41040) CVE-2022-41040 1

GhostCat: Vulnerabilities CVE-2020-1938 CVE-2020-1935 CVE-2019-17569 are fixed In 11 Februar..  GHOST_CAT VULNERABILITY

Mo fuc available

o fix available

No fuc avallable

1-8of Total Re

In the "System Misconfigurations" area, | solve what | can or define exceptions. Of

course, much of this can be configured via the Active Directory. | can use the results

of this check and, if necessary, configure them directly in AD.

* Threats
Saftware Vulnerabilities
Detected CVEs

Zero-day Vulnerabi

]

C

Miscanfigurations
High Risk Software

‘Web Server Misconfiguration
Port Audit

Manage Exceptions

O sumenary View | Detailed View

This table enumerates the s

ity misconfigurations detacted in Windows and Linux machings, v

GIFix | Bhadd Exceptions Filkers -
[  Misconfguration Category Affected Systems Reboot Required
O abled Share Permission Managenent 13 Not Required
O ocation is enabled to track users pl Chrome Security Hardening 10 Not Required
rotocolis e ed 5L and TLS Security 13 Reguired
Message Block (SMB) v1 peos Legacy Protocals 1 Not Required
m al Guard has beenfound dl..  OS Security Hardening 13 Reauired
O gorithms are not disabl..  SSLand TLS Security 2 Reguired
Logan Security 13 Not Reauired
Account Privilege Management 13 Not Reauired

Action

Mo fx avallable

B Deploy Secure ¢

hpuration

Nofoxavailable

Bpegloy Secure

Mo fxavallable

Nofix available

rhgurstion

Mo foxavailable
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~ Threats

Software Vulnerabi

Detected CVEs
Zero-day Vulnerabilities
System Misconfigurations

High Risk Software

Web Server Misconfiguration
Port Audit

Manage Exceptions

€ Chrome Security Hardening 15
e SSLand TLS Security s

Windows Firewal s
() e R

Password Policy 5
. Network security a
E LogonSecurity 3
. User Accourt Control 3
P Share Permission Management 2
O account Priviiege Management z
2 internet Explorer Hardening 2
@ antivirus Protection 1
L1 BitLocker Encryption 1

Legacy Protocols 1
£ User Accourt Management 1

Linox - Pagsword Policies o

Linge- User Account Management O

This table enumerates the security misconfigurations detected in Windows and Linux machines. View ¢

e list

of all the misconfigu

Infa  Geolacation is ensbled to track users physical location

Moderate Firewall traversal from remate host is not disabled

Maderaté  Automatic update of Chrome browser is not enabled

Moderate  Chrome minimum TLS/SSL connection must configured to TLS 1.2

Maderate Websites must be prevented from accessing USB devices

Moderate URL-keyed data ol

tion by be disabled

Moderste Downlaad restrictions must be configured

Maderste  Chrome background apps running continuously

Moderate Ensure browser history is saved

Maderate Imparting of saved passwords is not disabled

Maderate

ge and crash-r

allection by Google is not disabled

Maderate Chrome password manager is not disabled

Moderste  Cloud print sharing via Chrome is not disabled

Maderate  Pop-ups must be biocked

Low Third party cookies must be blocked

3 Deploy Secure Configuration

4 Deploy Secure Ce

3¢ Deploy Secure Confiiy

4 Deploy Secure Con

3¢ Deploy Secure Con

4 Deploy Secure Cor

4 Deploy

4 Deploy Secure Ce

9 Deploy Secure Co

4 Deploy Secure C

4 Deploy Secure Ce

4¢ Deploy Secure Con

9 Deploy Secure Configuration

4 Deploy Sect

3¢ Deploy Secure Configuration

Then | check whether there is expired software under "High Risk Software" or check

when existing software reaches its end of life. A topic that is often neglected and

"suddenly" appears.

 Threats
Software Vulnerabilities
Detected CVEs
Zero-day Vulnerabilities
System Misconfigurations
High Risk Software
Web Server Misconfiguration
Port Audit

Manage Exceptions.

1O sunnmary View

Detailed View

End Of Life (14) Peer to Peer (0)

Remote Desktop Sharing (0}

This view displays all the software in the network whose expiry details are available

Filters -

Software Name

Microsoft Visual C 2008 Redistributable (x86)

Microsoft Visual C++ 2010 Redistributable (x64)

Microsoft Visual C++ 2010 Redistributable (x44)

Microsoft Visual C++ 2010 Redistributable (x36)

Microsoft Visual C++ 2010 Redistributable (x84}

Microsoft Visual C++ 2008 Redistributable (x64)

Windows Server 2016 Datacenter Edition [x64)

Microsoft SQL Server 2017 Developer Edition (x...

Windows Server 2012 R2 Datacenter Edition (x64)

PostereSOL (Less than version 12)

Tomcat 8.5

Python 3.9

PostgreS0L 14

NET Framework 3.5 (x64)

Veendor

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

PostgresoL

Tomeat

Python Software Foundation

PostgreSQL Global Development Group

Microsoft

Expiry Date

Apr$,2013

10,2015

Jul 10,2015

Jul 10,2015

Jul 10,2015

Agr 10,2018

Jan 10,2022

Oct 11,2022

Oct 9, 2023

Nov9,2023

Mar 31,2024

Oct 31,2025

Nov 12,2026

Jan 10,2029

Days to Expire

Expired

Expired

Expired

Expired

Expired

Expired

Expired

Expired

Expired

Expired

81 days left to expire

650 days left to expire

1037 days left to expire

1827 days ft 0 &pire

Other vulnerabilities affect the web servers. In this section | get an overview with

suggested solutions that | can use to fix vulnerabilities on the web servers.
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Zero-day Vulnerabilities

System Misconfigurations Q s 2 .

nfo Ensure SSLEnabled is set to True for Sensitive Connectors

High Risk Software _ )
E‘ Denial of service attacks 17 .
= Info Ensure scheme is set accurately
Web Server Misconfiguration
1 Permission Management 15
Port Audit B Info TLS 1.1isenabled (IIS)
Information Disclosure 12

Manage Exceptions

d Ensure HSTS Header is set

53 Miscellaneous 2
~ IS Ensure TLS 1.0 s disabled (11S)
& Dangerous methods enabled 5
— v Critical i
2} DefaultContents 5 H'I'[PS is not configured
[
|s 4l Bruteforce attacks s ~ IS Ersure RC4 Cipher Suites are disabled (1IS)
E Logeing 4 = Therearenol'mermediateceniﬁ:ates installed due to which the S5L chain is incomplete
B E v Tomeat supports TLSV1.0 protocol
‘ﬂ‘ Session hijacking 2
R _ Tomcat server is not restricted from using RC4 algorithm
Remote Code Execution 2
- _ DES and 3DES cipher algorithms that are prone to Birthday attacks are not disabled in Tomcat server
Clickjacking 2
- ~ | MBGFEREY Weak TLS/SSL ciphers are not disabled in Tomcat server
m® Sensitive File Access 2
v |iMmBSFEaRE] Tomcat supports MEDIUM, LOW or EXPORT ciphers
Bl crosesitescripting 2
dl Linux- Brute foree attacks 0 = _ Tomcat server uses default cipher suites
Linux - Information Disclosure 0 ~ |JIMBSFEAE] Insecure MDS5 hashing algorithm is not disabled (11S)
& Linuc-Logging B ~ INRBGHERE Neire server sunnnrts MEDILIM. | OW nr FXPORT rinhers

And finally, | have a look at which ports are open on which systems.

Zero-day Vulnerabilities Port Number = PortType Instances Description
System Misconfigurations 2 =3 2 The Secure Shell (S5H) Protocal
High Risk Software
FL Tcp 1 Simple Mail Transter
Web Server Misconfiguration
&9 uppP & Trivial File Transfer
Port Audit
80 = 4 Warld Wide Web HTTP
Manage Exceptions
81 TCP z NT Kernel Samp; System: Apache HTTP Server
123 upe 14 Network Time Protacol
125 L= 14 DCE endpoint resclution
i ow upe 13 NETBIOS Name Service
138 upe 13 NETBIOS Datagram Service
139 =2 13 NETBIOS Session Service
161 uor 14 SNMP
162 uoe 4 SHMPTRAP
as3 = 7 hittpprotocol over TLS/SSL

444 TcP 1 Simple Network Paging Protocel
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2.4 Time for the Cappuccino - check dashboards:

Instead of digging through a flood of notifications and status emails, | stick to the

dashboards. The Threats & Patches dashboard provides me with all the information |

need at a glance and | switch through the dashboard to areas that require my

attention. A clear dashboard with direct links is a MUST for me.

215

Total Vidnerabilities

78

Fixable Vulnerabilities

138

“anerability Severity Summary all Vulnerability Age Matrix il
PublisherdDate  Descowered Date
Low sant o Uand
= Critical
y N - LIEN | |
W - . o R
75
Important 3 8 0 o
1 3 o ] [
Vidnersbilities Duer Time

7 Endpoint Central Home  Configurations

Missing Patches by Apgroved Time Missing Patches by Released Time

ssing Systems

Vulnerabilities With Manual Resolutian (3)

‘ -III:
DMII

BB Do you want more pre-defined pstch re

Vulnerabilities Discovered in last 1 dayls)

Zero-day Winerabilities

CVE 202241082

1 1
CVE202241040 .
1

CVE2023-3079 ‘I I’ CVE2023-7024

CHOST_CAT_VULNERABILL

CVE20232136

CVE 202320588

Latest Security News

@ Google foms a high severity vuinerability inits Chrome 120.0.6099,12%/130 Stable Channel

upsdate

L Deprecating Patch DB sync for Endpoint Central 1011.2134.1 and below

@ Putch Tuesday updates - December 2023

@ [Zero-day] Microsoft release updates for 1 zero-day on December:

Automated Patch Deployments

Unrateo

Failed Systems
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Once a clean patch strategy has been defined, | only need to take care of the missing
patches that have not yet been released and, if necessary, troubleshoot if a patch

could not be successfully installed on a system.

Admittedly, it is an initial effort to configure a strategy. However, once set up, it
significantly reduces my previous manual effort and offers maximum protection for
the endpoints. What | love so much about the ManageEngine solutionis, that | can
create patch automatisms clearly and easily - without having studied rocket science
or be an magician. And with good dashboards and reports, | don't need to consult a

crystal ball to find out how secure my clients are.

That's my strategy for endpoint patching. This frees up my time, which | can use to
tackle other vulnerabilities such as USB devices, applications, browsers, Bitlocker,
etc.. There are also many solutions for this on the market and of course in my

preferred management solution “EndpointCentral”.

Especially at a time when I'm finding it difficult to find new colleaguesin IT, | need a
solution that gives me the freedom | need. With EndpointCentral | have such a
solution with which | also have excellent support from ManageEngine and Partners

around the globe.
So what waiting for?

Have fun and keep your Endoints up to date Jiirgen Rinelli
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